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AbstrAct

Central banks around the world are considering the 
introduction of retail central bank digital currency. The 
European Central Bank, for example, has made con-
siderable progress in this respect, and its research into 
the viability of a digital euro is at an advanced stage. 
Given, however, that people living in the euro area 
have been using various forms of digital payments for 
a number of years, a key question is what the benefits 
of such an innovation would be, aside from a reduced 
dependence on payment processors from outside the 
EU. A digital euro that retained the properties of 
physical cash, such as anonymity, offline payments and 
high inclusion, could provide added value compared 
with existing digital payment solutions. This paper 
explores whether and how fast-developing technology 
might be used to implement a cash-like digital euro. 
This type of resemblance to cash could eventually be 
more important for wide adoption than the difference in 
liability between central and commercial bank money.
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INTRODUCTION
Central banks worldwide are considering 
the introduction of central bank digital cur-
rency (CBDC). CBDC projects in different 

countries are in various phases, ranging from 
initial research, proofs of concept and pilots, 
up to the launched digital currency. CBDC 
has already been launched in the Bahamas 
and Jamaica, while some other countries, 
like China, are using pilots for real-world 
testing of their solutions.1 Most other coun-
tries are in earlier stages of research and 
the development of proofs of concept. The 
European Central Bank (ECB) is also actively 
exploring the possibility of introducing a 
digital currency. The current investigation 
phase should be finished in October 2023, 
after which it will be decided whether to 
start the process of developing a digital euro.2

The digital euro investigation phase 
targets the retail euro, which is used for pay-
ments by citizens and businesses. The ECB is 
also involved in projects related to wholesale 
CBDC, which is used by financial institu-
tions for settlements in central bank money. 
As the wholesale CBDC as a means of digital 
interbank settlement in central bank money 
has existed for decades, and the retail CBDC 
represents a new digitisation concept, the 
motivation for retail and wholesale CBDCs 
projects differ.

The wholesale CBDC projects explore 
how a new technology — blockchain/dis-
tributed ledger technology (DLT) — could 
improve the current process for digital pay-
ments in central bank money, notably with 
respect to inefficiencies such as those associ-
ated with cross-border payments due to the 
use of correspondent banks. Furthermore, 
central banks also need to be prepared for the 
potentially wide-scale adoption of DLT, such 
as in security trading, where the payment leg 
is currently settled in central bank money. In 
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such a case, the absence of wholesale DLT-
ready CBDC could lead to the use of other 
means of payment from the private sector. 
The Bank of International Settlements (BIS) 
and its Innovation Hub lead many interna-
tional collaborations in this area.3

In contrast to the wholesale CBDC, the 
retail version is a genuinely new concept 
under development. Physical cash in the 
form of banknotes and coins is a liability of 
the central bank and is currently without a 
digital counterpart. Citizens can, however, 
make digital payments using commercial 
bank money or e-money, or since more 
recently, crypto currencies and stablecoins.

The present paper focuses on the dig-
itisation of the retail euro and investigates 
the characteristics of physical cash that, if 
retained in the digital form, would present 
added value compared with the existing 
forms of digital payments. Important prop-
erties of physical cash are high inclusion, 
full privacy and the ability to make offline 
payments. These characteristics distinguish 
cash from existing digital payment solutions. 
Cash supports high inclusion as anyone can 
hold it, without needing a bank account. 
Furthermore, cash payment provides the best 
way to maintain transaction privacy. Finally, 
payments with physical cash are offline and 
do not require an internet connection. The 
ECB is working to design a digital euro that 
considers these cash-like properties.4,5

Although the final design of the digital 
euro will be also driven by policy-related 
decisions, this paper shows how technology 
can enable cash-like properties. Results from 
recent technical CBDC projects are used to 
evaluate the extent to which cash-like prop-
erties can be translated from the physical to 
the digital world.

MOTIVATION FOR A CASH-LIKE 
DIGITAL EURO
As citizens have been able to make digital 
payments using commercial bank money for 

many years, the argument for the introduc-
tion of retail CBDC requires clarification. 
According to the ECB, a digital euro will 
ensure access to central bank money in the 
digital age.6 The ECB thus sees the digital 
euro as both a complement to, and an equiv-
alent of, physical cash.7

At present, central bank money (as a 
direct liability of the central bank) is available 
to citizens only in the physical form of bank-
notes and coins. In terms of liability, a retail 
CBDC would provide citizens with a digital 
substitute for cash. Were citizens to prefer 
to hold their money in the risk-free form, 
however, a digital euro could pose a risk to 
commercial banks, leading to disintermedia-
tion. To address this risk, the ECB plans to 
impose a limit on the amount of digital euro 
that citizens can hold.8 As this limit might be 
relatively low, citizens may find the main dif-
ference between private and public money 
to be insignificant.

Beyond the direct benefits for individual 
users, the increasing use of digital payments 
based on private money is a threat to the 
traditional role of central bank money as a 
fundamental underpinning of the sovereign 
currency.9 Further, most electronic payments 
in Europe are processed either by compa-
nies headquartered outside the European 
Union10 or processed under rules set by 
companies domiciled outside the EU.

TECHNOLOGY OPTIONS
Digital currencies can be implemented using 
different technological approaches and system 
architectures. Accordingly, countries around 
the world are considering multiple options 
for the implementation of CBDC, including 
both decentralised approaches, such as block-
chain/DLT-based, and centralised ledgers. 
Considering that retail central bank money 
settlements should be controlled exclusively 
by one central bank, centralised solutions 
might better suit this digital currency use 
case.11 Some of these solutions, however, 
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are highly influenced by blockchain-related 
concepts, such as the Hamilton Project of 
the Federal Reserve Bank of Boston and the 
MIT Digital Currency Initiative.12

Besides discussions on whether CBDC 
should be implemented on a centralised or 
a decentralised infrastructure, there are two 
additional aspects often considered in rela-
tion to the CBDC system design. The first 
aspect is related to financial intermediaries 
and the different roles they can take in a 
CBDC system.13 As central banks currently 
do not provide services directly to citizens 
and would not have the resources to do so, 
the introduction of retail CBDC is unlikely 
to change this. Although the ECB should 
retain full control over the issuance and 
settlement of digital euro, financial interme-
diaries should play an important role in the 
distribution of the digital euro in this two-tier 
system.14 As the intermediaries are expected 
to do onboarding and probably also submit 
user transactions,15 their role in the system is 
relevant for all cash-related features, namely 
privacy, offline payments and inclusion.

The second commonly discussed tech-
nology aspect relates to whether CBDC 
should be account or token based. This clas-
sification was created before crypto assets and 
the concept of tokens slightly differs from the 
standard crypto terminology. Traditionally, 
account-based payment systems record user 
balances in the form of accounts. Users need 
to identify themselves to be able to make 
transactions which affect the balances. In a 
token-based system, the token is an object 
used for a payment by its owner that needs 
to be verified during a transaction.

Although it has been argued that this 
classification into account and token-based 
systems might be less suitable16,17 since the 
appearance of crypto assets, the basic separa-
tion between account balances and tokens as 
owned digital objects remains valid. In the 
account-based case, the assets are recorded 
per address, while in the token-based case, 
the transaction data objects themselves 

contain information that is used to prove 
ownership of received funds.

The ECB has not yet made any final 
decision on the underlying technology 
framework, but more information is 
expected in the coming months.18 Before 
the current investigation phase, the concepts 
related to the digital euro were explored 
by the ECB in an experimentation process 
within four work-streams. Both centralised 
and decentralised solutions have been con-
sidered.19 Additionally, a concept that would 
literally digitise banknotes through fixed 
value tokens or ‘digital bills’ was evaluated.20 
In this concept, each bill has its own ledger 
that tracks the ownership of the bill. Finally, 
in a more recent technical documentation 
provided for prototype development,21 the 
ECB refers to the Hamilton Project as a 
reference design. Although centralised, the 
design has many similarities to Bitcoin, such 
as the transaction format, which is also based 
on unspent transaction outputs (UTXO-
based). With this token-based format, funds 
are simply transaction-generated objects that 
payees can consume and use for further 
payments.

DIGITISATION OF CASH-LIKE 
PROPERTIES

Anonymity and privacy
Due to its physical token-based nature, cash 
provides anonymity in payments by allowing 
a traceless change in the ownership of bank-
notes and coins. Electronic systems, however, 
must record the ownership of funds in some 
form, which makes it challenging to provide 
the same level anonymity. This is irrespective 
of whether the CBDC design is account or 
token-based.22 Additionally, legal regulations 
usually prevent digital payments from being 
anonymous, or impose limits on transaction 
values.

Privacy-preserving techniques can be 
used to limit or prevent access to sensitive 
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data. That transactions stay private has been 
seen as the most desirable feature of the 
digital euro.23 Privacy of user data and con-
fidentiality for businesses are priorities for 
both citizens and businesses. Privacy aspects 
of CBDC, related challenges and privacy-
enhancing techniques have been broadly 
discussed elsewhere.24–30

Privacy in payment systems entails meas-
ures to protect the identities of the payer and 
payee, and to protect information regarding 
transaction amounts and the timings of said 
transactions. To provide a certain level of 
anonymity, identities may be pseudonymised 
through their identifiers, such as the 
addresses used in cryptocurrencies. Further 
privacy-enhancing techniques must not 
prevent transaction verifiability, however, as 
the validity of a transaction must be verified 
before it is settled. In the two-tier system 
envisioned by the ECB, some data might 
be transparent to intermediaries but not to 
the central bank, depending on the system 
design and role separation. Theoretically, 
through role separation, the central bank can 
store only cryptographically protected data 
needed for transaction validation, preventing 
a single entity from observing the entire 
payment activity of citizens and businesses.

The Hamilton Project
The Hamilton Project uses a design in 
which different system units see only the 
portion of information needed to serve their 
functionality.31 The transaction processing 
is separated into multiple validation steps 
and the final settlement, which limits the 
amount of information needed to be seen 
or stored at each step. Furthermore, the 
system design developed in the Hamilton 
Project uses hashing to increase user privacy, 
allowing the last entity in the validation 
chain to see and store only the hashed data.

This transaction validation process is 
depicted in Figure 1. With the used UTXO 
transaction format, a transaction consists of 
inputs, which are the funds being consumed 

by the transaction, and the outputs that 
are funds being sent to receivers. These 
outputs are unspent funds that can be used 
by their receivers in future payment transac-
tions. The transaction validation consists of 
three steps. In the first step, it needs to be 
checked whether the spending of funds has 
been authorised by the owner via a signa-
ture with the respective private key. Next, 
a sanity check is conducted to confirm that 
the total amount of inputs corresponds to 
the total amount of outputs. The last valida-
tion step checks if the funds to be consumed 
(UTXOs) do indeed exist and have not 
been spent already. For this, it is sufficient 
to check that their hashes are stored in 
the set of valid hashes. Finally, the set of 
hashed UTXOs needs to be updated by 
removing the consumed inputs and adding 
newly generated outputs, which is done by 
the transaction processor in the transaction 
execution step after all validation steps are 
successfully finished. This describes one of 
the possible approaches to enhance privacy. 
Additional techniques such as zero knowl-
edge proofs could hide sensitive information 
even in the first two validation steps.32

Interestingly, the current Hamilton design 
could imply additional cash-like aspects, 
insomuch as users could still lose their 
money were they to lose their private keys 
or the data pertaining to unspent funds.

Privacy and the digital euro
The transaction format of the Hamilton 
Project is mentioned in the ECB’s current 
prototype design.33 However, the privacy 
preserving methods, such as UTXO hashing 
and potential assignment of transaction veri-
fication steps to different stakeholders, are 
not elaborated in the published documen-
tation. By delegating the first two steps 
of transaction validation to intermediaries, 
citizens and businesses would protect their 
privacy in front of the ECB. However, 
such allocation of responsibility could theo-
retically endanger financial stability as the 
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intermediaries would gain partial control 
over the validation process and would be 
able to ‘print money’. It is thus reasonable 
that the ECB should maintain control over 
the critical steps of the validation process. In 
the Hamilton example, this would mean that 
the ECB also checks that no more funds are 
spent than available, which would require 
modifications to the current system design 
in order to support user privacy. Additional 
modifications would also be needed to 
improve the auditability of the system.

Based on currently available documen-
tation,34 the ECB is currently considering 
enhancing citizens’ privacy through the use 
of one-time addresses, similar to the usual 
practice with cryptocurrencies. In this sce-
nario, the intermediaries control user wallets 
and their keys on their behalf and generate 
new addresses for each transaction. In this 
way, the intermediaries would be aware of 
the activity of their own customers, but the 
ECB would see only addresses appearing in 

the UTXO transactions. Always using a new 
address to receive new funds is an additional 
measure to improve user privacy.

The ECB additionally argues that a very 
high level of anonymity cannot be granted 
due to other policy goals, such as anti-
money laundering (AML) and combating 
the financing of terrorism, as well as main-
taining financial stability by limiting how 
much funds can be kept in central bank 
money.35 The ECB therefore plans to find 
a balance between privacy and transpar-
ency by providing ‘selective privacy’ for 
low-value payments and the offline func-
tionality.36 Offline payments are seen as a 
way to enhance user privacy as they do not 
require a connection to the intermediaries at 
the moment of payment.

P2P offline payments
Peer-to-peer (P2P) offline payments are 
defined as payments between two users 
without a connection to the ledger. 

Figure 1: Separation of transaction validation and processing steps in the Hamilton Project
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Currently, no payment method supports 
both online and offline operation without 
considerable risk exposure. Businesses can 
accept credit cards when their card terminal 
cannot establish a connection to the pro-
vider to check the payment status, but they 
are then exposed to the risk that the payer 
does not have the funds for the payment 
transaction.

As offline operation supports inclusion 
and system reliability by enabling payments 
without an internet connection, centrals 
banks designing CBDCs consider this 
feature to be important and are investigating 
it accordingly.37,38 The main technical chal-
lenge of digital offline payments is how to 
prevent double-spending. As the tokens are 
digital and not physical, a malicious payer 
could use a copy of the same payment token 
for multiple payments, leading to a problem 
known as the ‘double-spend problem’. The 
problem exists for token as well as account-
based payment systems. In offline settings, 
the payee has no possibility to check the 
ledger to see whether the token has been 
spent in a token-based implementation or 
whether the payer has enough funds in an 
account-based system. The only connection 

established is the one between the payer 
and payee over near-field communication 
(NFC) or Bluetooth. This setup is illustrated 
in Figure 2.

Hardware-provided security, through 
secure elements (SE) or trusted execution 
environments (TEEs), together with the 
public key infrastructure (PKI) can be used 
to solve the double-spend problem.39 SE/
TEEs provide a separate or isolated pro-
cessing environment that guarantees the 
integrity and confidentiality of the data and 
the code running inside. Integrity means 
the code and data cannot be modified by 
an unauthorised user, while confidentiality 
ensures that unauthorised users cannot read 
the data. Therefore, secure hardware pro-
tects the private key created for spending 
offline funds, so that these funds can be used 
only by the person controlling the device. It 
additionally ensures that the funds are spent 
only once, as the application controlling 
spending would be installed by a trusted 
party, and its code and data cannot be modi-
fied without authorisation. Modern mobile 
phones are equipped with secure hardware 
and could theoretically be used for offline 
payments.

Figure 2: Offline payments using devices with secure hardware
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The design of the offline payment system 
is not strongly dependent on the design 
of the online CBDC system. These two 
systems can function relatively independently 
by allowing users to load offline CBDC to 
their devices, for instance, from their online 
CBDC wallets. They can convert them back 
to online funds once they wish to do so and 
can again connect to the internet.

Example offline payment protocol
An example of this approach is the offline 
CBDC payment protocol developed by 
VISA Research, which is based on secure 
hardware and PKI, with the central bank as 
the root certificate authority for generating 
digital signatures.40 Financial intermediaries 
are also included as intermediate certificate 
authorities to support the process around the 
offline use of CBDC, such as issuing digital 
certificates to vetted devices. Users need to 
deposit their funds to their offline account 
by, for instance, converting their usual online 
CBDCs into offline funds. A user’s offline 
funds get credited once the trusted applica-
tion running on the user’s secure hardware 
obtains a signed message from a trusted 
server that offline funds have been gener-
ated by debiting the online CBDCs. The 
user controlling the device can transfer these 
funds to another user without either of them 
having to communicate with the central 
bank or any intermediary. In order to make a 
payment, the payer sends their certificate to 
the payee together with the payment confir-
mation as a signed message that includes the 
transferred amount and the payee’s certifi-
cate. This requires that the payee sends their 
certificate to the payer prior to the actual 
transfer. Upon receiving the sent informa-
tion from the payer, the payee can check 
it for correctness. If the certificates are 
correct and the message was signed by the 
respective key, the payee can be assured that 
the payment is valid. As the payer’s trusted 
application executes on secure hardware, 
double-spending is prevented by ensuring 

that the application deducts the funds before 
sending them to the payee. Finally, the payee 
can further spend the funds offline or convert 
them into online funds once an internet 
connection can be established. The pro-
tocol also uses counters within the payment 
confirmations to prevent one confirmation 
from being maliciously used multiple times 
without deducting the offline balance of 
the payer. This type of attack is known as 
‘replay attack’. To prevent replay attacks, 
this protocol assumes that a device receiving 
offline payments stores locally a list of all 
payer addresses that have sent funds to it. 
Even if this locally maintained list could be 
securely stored, this contributes to a reduc-
tion in privacy compared with the physical 
exchange of banknotes and coins.

Offline payments and the digital euro
A work stream of the digital euro project 
devoted to hardware bearer instruments 
evaluated whether existing hardware solu-
tions can be used for offline payments.41,42 
During this work, the Eurosystem collabo-
rated with industry and academia and chose 
six companies to independently deliver 
proofs of concept. The aim was to assess the 
technological feasibility of offline CBDC 
payments. The use of secure hardware was 
unanimously identified as the way to prevent 
double-spending and counterfeiting. Various 
devices, such as smartphones, smartcards or 
wristbands, were considered.

Nevertheless, certain challenges for a 
straightforward implementation and the use 
of offline payment methods based on secure 
hardware have been noted.43 The secure 
hardware devices are kept directly by users, 
who have a strong economic incentive to 
compromise their own devices in order 
to double-spend or counterfeit CBDC. 
Additionally, if a device is compromised, the 
user can spend their funds many times over, 
meaning there is no graceful degradation. 
The required trust in the chip and device 
manufacturer, as well as in the supply chain, 
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is an additional challenge. Finally, funds 
might be lost in the event that the device 
is lost or damaged, but these characteristics 
resemble those of physical cash.

Consecutive offline payments are techni-
cally possible in both token and account-based 
transaction models. Nevertheless, as the 
possibility of one of these devices being 
compromised cannot be fully discarded, ways 
to incentivise users to go online to reconcile 
with the ledger have been considered.44 This 
could help to detect a potential compro-
mising of the system. It is also reasonable to 
expect that the maximum value of offline 
payment transactions would be capped.

Providing a relatively high level of ano-
nymity in offline payments is possible as the 
full history of offline payments does not need 
to be reconciled once the device is online. 
The software used in secure elements can be 
used to enforce an upper limit on balance or 
transaction amounts, as well as the number 
of offline transactions. Some of these features 
might be desired to balance between regula-
tory requirements and the desire for privacy, 
and are therefore being considered by the 
ECB for the digital euro.45

Finally, in its report on the progress of the 
digital euro investigation phase, the ECB 
states that a solution for offline P2P payments 
should be developed, but it concludes that 
the development of online payments should 
not be postponed by possible delays in the 
development of the offline solution due to 
technological and regulatory challenges.46

Inclusion
Financial inclusion might not be a pressing 
challenge within the euro area, but high 
inclusion is a characteristic of physical cash 
and the ECB sees it as an important and 
desirable property of the digital euro. In the 
two-tier system with financial institutions 
as intermediaries that assist in the process 
of onboarding and opening of the digital 
wallets, the high participation of such insti-
tutions is crucial for inclusion.

Digital wallets could be a part of the 
standard digital banking offering by com-
mercial banks. Alternatively, they could be 
independently developed mobile apps with 
restricted access for users who have been 
screened by an intermediary’s know-your-
customer (KYC) procedure. Depending on 
the KYC/AML policy design, digital wallets 
used for low-value transactions might not 
even require a full KYC process. For instance, 
China’s e-CNY pilot allows for the registra-
tion of wallets with limited capabilities using 
a mobile phone number.47 Furthermore, 
offline payments can contribute to inclusion 
in cases when access to the internet is not 
available.

CONCLUSION
Replicating the characteristics of physical 
cash in its digital form is a challenging 
task. Nevertheless, technological innovation 
is creating a path towards cash-like digital 
currencies. This paper has discussed some 
recent CBDC projects to shed light on how 
technology can enable the properties of cash 
in a digital world.

Full anonymity of physical cash is highly 
appreciated by citizens but difficult to 
achieve for digital payments. A wide spec-
trum of privacy-preserving design choices 
has already been developed and evaluated 
for digital currencies and many further 
projects are ongoing. A trade-off between 
privacy and auditability is an additional chal-
lenge. Supporting digital offline payments 
introduces a new risk in the form of a 
double-spend problem — a risk that does 
not exist in the traditional world of physical 
cash. A possible solution is to run a trusted 
application on secure hardware. Finally, high 
inclusion as an important characteristic of 
cash can be enabled through the broad avail-
ability of suitable devices, such as mobile 
phones with internet access.

Although this paper focuses on the 
current technical feasibility of cash-like 
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features, design decisions are informed by 
more than just technology. Important policy 
aspects will certainly be considered and 
might further limit the digital euro’s resem-
blance to cash.
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