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ABSTRACT

This paper discusses how Carnegie Mellon
University launched a cyclical enterprise risk
management framework that incorporates both
emergency preparedness and response and busi-
ness continuity into its purview, to deliver
greater organisational resiliency. The paper goes
on to describe the governance structure that
defines roles and responsibilities throughout
the organisation, before discussing how faculty,
staff and students are engaged and educated to

sense risks, and to collaborate with leadership
at all levels in prioritising risks for deep-dive
assessments and employing feedback loops to
support continuous process improvement. As the
paper will show, these cyclical practices support
organisational resiliency and a greater sense of
risk consciousness.
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INTRODUCTION

Implementing and sustaining enterprise
risk management (ERM) can feel like a
complex and daunting undertaking. Those
tasked with developing and implementing
ERM into their organisation often have
current or previous risk-based responsibili-
ties such as audit, insurance, compliance or
business continuity. While these disciplines
have commonalities and may support one
another, ERM can serve as an umbrella
over them in a way that strengthens organ-
isational resiliency.

Carnegie Mellon Universitys (CMU)
ERM journey has led to strengthened
organisational resiliency. Using the prin-
ciples of enterprise risk management as
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an art rather than a science has resulted in
a programme that aligns with the institu-
tion’s culture, strategic mission and goals.
A built-in feedback loop allows for con-
tinuous stakeholder
engagement. Carnegie Mellon’s route is
not the only way to leverage ERM to
strengthen organisational resiliency, but
it demonstrates what worked for one
organisation.

improvement and

WHAT IS ENTERPRISE RISK
MANAGEMENT?

ERM i1s an integrated and continuous
process for managing enterprise-wide risks
— including strategic, financial, opera-
tional, compliance and reputational risks
— to minimise unexpected performance
variance and maximise intrinsic firm
value. The process empowers the board
and management to make more informed
risk/return decisions by addressing fun-
damental requirements with respect to
governance, including risk appetite, risk
analytics and risk management monitoring
and reporting.' Each of theses risk areas
is its own unique discipline of risk man-
agement. Some organisations have even
more areas of concern, such as credit risk,
market risk and cyber risk.

Each industry, whether financial, man-
ufacturing, higher education or utility, has
its own culture that sets the tone for how
risks are identified, assessed, mitigated and
managed.

Risks have traditionally been perceived
as negative because they are either pure or
speculative in nature. With pure risk, there
are only two possibilities: something bad
happens or nothing happens. It is unlikely
that any measurable benefit will arise from
a pure risk. Speculative risk has three pos-
sible outcomes: something good (gain),
something bad (loss) or nothing (staying
even). Gambling and investing in the stock

market are examples of speculative risks.?

In practice, an individual or organisation
more concerned with the potential down-
side of a risk than any benefit can either
avoid or transfer the risk through insur-
ance. However, ERM can help lift the veil
oft such decisions and foster collaborative
discussions on acceptable levels of risk
and how to make risk-informed decisions.
Establishing these agreed-upon risk levels
and policies does not happen overnight
— it is often the result of a multiyear
strategic process to enhance the maturity
of an ERM programme that fits with the
organisational culture and aligns to the
strategic objectives of the institution.

HOW ERM CAN STRENGTHEN
ORGANISATIONAL RESILIENCY

Going back to the definition of ERM, how
does one ‘minimise unexpected perfor-
mance variance’, and what might that mean
to various organisations? Organisational
resiliency refers to an organisation’s ability
to anticipate, prepare for, respond to and
recover from disruptive events, whether it
is a natural disaster, cyber attack, financial
crisis or something else. It encompasses
the capacity of an organisation to with-
stand and adapt to changes in the external
environment to maintain operations and
to continue to pursue its strategic goals
and objectives.” Organisational resilience
is not a single discipline but rather a
blended consideration of the risks facing
an organisation. It is both a forward and
backward-looking approach to managing
risk to achieve an organisation’s objectives.
It is about maximising opportunities and
minimising likelihood and consequences
by removing the silos and finding the
appropriate balance of adaptive, proac-
tive and reactive strategies.” Given the
similarities in how ERM and organisa-
tional resiliency are defined, there are
clear opportunities to leverage one to
strengthen the other.



In establishing CMU’s ERM framework,
organisational resiliency was intentionally
placed at the top, alongside risk conscious-
ness. Risk consciousness is akin to risk
awareness and creating a culture of risk-
informed decision making. Culture is what
weaves the business of managing risk into
the everyday routines of all employees.®
Having a high level of risk consciousness
requires a culture of transparency and open
communication, as well as a willingness
to embrace change and adapt to new cir-
cumstances. It also requires a continuous
process of learning and improvement in
order to stay ahead of emerging threats.®
When the opportunity arose to re-imagine
ERM at CMU six years ago, a culture of
risk-informed decision making was already
blossoming from the business continuity
plan (BCP) which began in 2013. The
ERM reorganisation provided an oppor-
tunity to reinforce organisational resilience
by leveraging the common language and
risk-conscious culture established through
the BCP and integrating that into the new
ERM framework.

CMU’S JOURNEY STARTED WITH
BUSINESS CONTINUITY

When CMUs ERM programme was
restructured in 2017, a multiyear strategy
to roll out a sustainable business conti-
nuity programme (BCP) to the university
was about halfway complete. The central
administration had plans in place that were
being exercised regularly and work was
well underway in academic departments
to socialise the programme and begin
planning efforts. Essentially, conversations
around risk were happening daily.

So how did the BCP begin in 2013?
As with many organisations,
continuity planning began in the central
Information Technology (IT) Division,
with an initial focus on disaster recovery

business

for critical IT assets. However, leadership

recognised that recovery prioritisation for
disaster recovery was challenging (and
full of assumptions) without having an
understanding of business recovery needs

and priorities. One full-time employee
was dedicated to launching a sustainable
BCP for the university, starting with a
pilot in the Finance Division. Over a
period of eight months, 14 plans were
developed and exercised. In parallel, a
cross-functional Disaster Recovery and
Business Continuity Steering Committee
was formed to help establish the mission
and objectives of the BCP as well as
develop a multiyear strategy as to how the
programme would expand throughout the
university.

The mission of the BCP is to provide
the guidance, tools and governance com-
mensurate with the strategic mission and
risk tolerance of the university and its
divisional units so that they may continue
to provide critical services in the event of
a disaster or significant business disrup-
tion. This is one of the first things shared
with constituents when business conti-
nuity training or socialisation of the BCP
occurs. To take it a step further, the BCP
has three objectives:

» Partner with business functions to
execute the recurring processes and
activities (the business continuity life
cycle) designed to mitigate the risk
associated with disruptive incidents and
enable the organisation to respond and
recover within recovery objectives;

e DProvide centralised governance and
oversight while enabling business own-
ership; and

*  Manage guidelines and tools that provide
for assessment and mitigation of busi-
ness continuity risks and development
of recovery and continuity strategies.

The approach toward achieving these

objectives included building relationships




Using enterprise risk management to strengthen organisational resiliency

and active listening. Sitting down one-
on-one with colleagues or in small groups
to conduct business analyses provided a
valuable perspective
risk exposures (ie cross-training, record-
keeping, etc). It is even more valuable
to learn what your colleagues do, how
they contribute to the institution, what
challenges they face and what they value.
Conducting part or all of a business impact

into operational

analysis (BIA) during coftee or lunch and
sharing personal stories forges connec-
tions that demonstrate you are invested
not only in building the programme but
in learning about your colleagues and the
institution you are all a part of. It also
serves as another opportunity to establish
a common language around risk and to
build risk consciousness.

When the BIAs are completed for
a department or division, the business
continuity function consolidates and pri-
oritises the data based on the criticality
of recovery needs. A risk assessment is
developed and compared against recovery
capabilities. The sponsor is able to see
where there is resiliency and where there
are potential recovery gaps and can decide
whether to accept a risk or implement
additional remediation strategies. As an
added benefit, colleagues will see ideas
from their BIA conversations show up in
the risk assessment.

As the BCP at CMU gained traction
and more plans were being developed,
the data gathered from the BIAs and
their resulting risk assessments identi-
fied areas of potential enterprise risk that
could be managed at a higher level in
order to benefit multiple business func-
tions (ie data integrity and governance).
This provided a natural bridge to ERM’s
work. CMU integrated this essential risk
mitigation technique (business continuity
planning, which encompasses the BIA)
into the re-imagined ERM framework.

It was included as part of a continuous

cycle, following risk treatment and miti-
gation and emergency preparedness and
response (see Figure 1). While this may
not be a traditional ERM approach, it
aligned well with the culture, organi-
sational structure and current level of
risk consciousness. Colleagues knew and
understood the BCP, so if they saw that a
re-imagined ERM included the work they
were already doing, it would be received
more favourably.

LEADERSHIP SUPPORT AND
GOVERNANCE

As many risk professionals know, leader-
ship support is an important key to an
effective risk and resiliency programme
(in whatever shape it takes). This support
may not happen right away, but as the pro-
gramme matures and you demonstrate the
value of ERM and how it supports organi-
sational resiliency, momentum in gaining
support will increase. This is where persis-
tence and patience play a key role. Never
assume that you cannot further your ERM
programme because you do not have lead-
ership support. That support needs to
be earned, and you earn it by clearly
articulating your vision of the ERM pro-
gramme, outlining a strategy for achieving
that vision and showing the projected
outcomes. It is also critical to establish a
governance structure that depicts where
accountability of ERM resides, up to and
including the board.

In re-imagining the ERM programme
at CMU, it became clear that adopting
a ‘three lines of defence’ approach
(Figure 2) would provide an optimum
way of engaging leadership, soliciting
support and establishing who does what.
Effective requires appro-
priate assignment of responsibilities as
well as strong alignment of activities
through cooperation, collaboration and

governance

communication.’
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Figure 1 CMU’s ERM framework

The approach to introducing this model
to stakeholders was to keep it simple and
straightforward.

The first line of defence owns and
manages risk. Contrary to how risk man-
agement is perceived, risk or compliance
professionals do not own individual risks
and the controls that mitigate. Rather,
operational management and senior lead-
ership are responsible for ongoing activities
that include:

Consciousness

Organizational
Resiliency

Carnegie Mellon University
Enterprise Risk Management

Risk

&

Risk Appetite

Risk Sensing
& Prioritization

Risk
Assessment
& Analysis

Risk Treatment
& Mitigation

* Owning and managing risks, including
BCPs for their business function(s);

e Identifying, assessing and mitigating
risks;

e Implementing corrective actions;

e Implementing and maintaining internal
controls;

* Conducting
controls; and

* Executing risk and control procedures
daily.

evaluations of internal
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Figure 2 CMU's three lines of defence

The second line of defence oversees risks.
At this line of defence, functions associ-
ated with risk are found, including ER M.
Functions of the second line of defence
include:

e Ensuring that operational management
and senior leadership are implementing
effective risk management practices;

» Executing the objectives of the BCP;

e Assisting risk owners with risk eval-
uation by taking into account the
institution’s risk appetite;

e Helping risk owners report risk-related
information throughout the institution;
and

¢ Providing updates on the status of risk
and resiliency to executive manage-
ment and the Board of Trustees Audit
Committee.

The third line of defence provides inde-
pendent assurance. Internal audit forms
the third line of defence, and provides
assurance on the effectiveness of governance, risk
management and internal controls. Tt assesses

the effectiveness of the first and second
lines of defence in achieving risk manage-
ment objectives and the effectiveness of
the risk management and internal control
framework.

Two characteristics of the three lines
of defence that aligned to CMU culture
were the development of a risk manage-
ment working group in the first line
and ERM residing exclusively within the
second line. Other approaches to a three
lines of defence model may include other
disciplines such as information security,
compliance, privacy, ethics, etc. However,
CMU’s top priority was to keep the struc-
ture as simple as possible to ensure clarity
about each line’s function.

The Risk Management Working
Group was established shortly after ERM
launched its new organisational struc-
ture in 2017, evolving from the Disaster
Recovery Continuity
Steering Committee mentioned earlier.
Given the synergies
recovery/business continuity and ERM,
it did not make sense to establish another

and  Business

between disaster



committee that would burden colleagues
already wearing multiple hats. Other insti-
tutions have versions of CMU’ Risk
Management Working Group, such as a
risk committee. However, it was inten-
tionally called a working group to live
up to how the first line of defence was
defined.

The Risk Management Working Group,
as shown in Figure 3, is composed of a
cross-functional representation of admin-
istrative and academic campus leaders who
provide strategic direction and insight to
achieve the following goals:

* Apply their lens of expertise to an iden-
tified risk to assess if the risk is actual or
perceived;

» Validate the likelihood and impact a risk
could impart upon the university;

* Prioritise risks based on alignment with
strategic priorities;

e Identify gaps between risks that are
actively being mitigated and controlled
and those that may not be;

e Represent their vice president/provost
and risk owner as managers/custodians
of risks that apply to their domain
area;

Finance &
Internal Audit

Vice President
for Research

Office ofthe
Provost

N

Office of
General
Counsel &
Insurance

Computing
Services

Facilitator

Enterprise Risk

Student Affairs

University
Advancement

Deans’ Liaison

Figure 3 CMU'’S risk management working group

Management

Office of Human
Resources

Student &
College Liaisons

University
Communications
& Marketing
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* Aid in the development and commu-
nication of plans or actions to mitigate
the actualised risk and present the risk
owner with recommendations of risk
tolerance vs further risk mitigation
techniques;

e Assist in the monitoring and tracking
of risks within their domain area and
recalibrate as needed;

* Increase the university’s adoption of a
risk-conscious culture, including how
risks are identified and managed; and

* Oversee the strategic direction of the
BCP.

This chartered group meets every quarter
and, over time, has got into a rhythm of
executing the ERM Framework on an
annual basis. This starts with risk sensing,
which includes identifying and prioritising
which areas of risk should be assessed.

ANTICIPATE RISKS AND
OPPORTUNITIES THROUGH RISK
SENSING

Risk sensing employs human insights and
advanced analytics capabilities to identify,
analyse and monitor emerging risks to the
organisation’s business model, long-term
viability and ability to create value.® Flaws
with human insights include not sharing
information due to silos and not knowing
how to share it, lack of comfort with
sharing information for fear of retaliation,
or not sharing information in a misguided
attempt to gain a strategic advantage over
colleagues.

While CMU is not yet in a state
of maturity to employ advanced ana-
lytics that identify and analyse risk, the
Risk Management Working Group was
intentionally designed to reduce silos and
facilitate open discussion of areas of risk
and opportunity in a collaborative envi-
ronment. This group of leaders and subject

matter experts also includes representation

from the student community, which pro-
vides excellent insight into opportunities
to ensure student safety, security and
overall wellbeing.

So how does CMU do this? Each spring
(May), the Risk Management Working
Group convenes to kick off risk sensing.
A 90-minute open discussion captures
areas of risk or opportunity not previously
assessed by ERM. This list is used to facili-
tate one-on-one discussions with each
member of university executive leadership,
both administrative (Vice Presidents) and
academic (Provost, Vice Provosts, Deans).
Conducted throughout the summer (July
and August), these conversations parse
out what resonates among the already-
assessed areas of risk and opportunity, new
areas identified by the Risk Management
Working Group, and any other risks and
opportunities not yet identified. These
meetings generate a more extensive list of’
risks and opportunities that goes back to
the Risk Management Working Group for
review and prioritisation (August).

CMU’s ERM programme intention-
ally prioritises five areas of risk (not
previously assessed) for a deep dive assess-
ment in the following calendar year.
This effort focuses on areas of risk and
opportunity that resonate strongly with
constituents due to their relevance to
the university or to higher education.
They could be areas of risk and oppor-
tunity present within our organisational
culture or risks and opportunities that are
emerging within higher education and
society at large.

Following active and open discussions
within the Risk Management Working
Group, each member independently votes
for their top five risks and opportunities.
ERM compiles the votes and shares results
with the Risk Management Working
Group for further comment.

Once the top five areas of risk and
opportunity are selected, they are shared



with executive leadership (October to
January) to aftirm that these are the right
priorities for ERM’s time and resources.
This also gives executive leadership the
chance to weigh in on what aspects of
the selected areas would be valuable to
assess. Once affirmed by executive leader-
ship, these five prioritised areas of risk and
opportunity are shared with the Board of
Trustees Audit Committee for affirma-
tion (February). Finally, kickoft meetings
are scheduled with the appropriate risk
owners and their identified subject matter

experts to begin the risk assessment
(March/April).
This cycle of risk sensing occurs

while other areas of risk and opportu-
nity are going through initial assessment
and those previously assessed are going
through reassessment to that
ERM is capturing the most up-to-date
and relevant information. This cycle of

ensure

ongoing sensing, discussion, prioritisation
and assessment strengthens organisational
resiliency in several ways. First, it raises
the level of risk consciousness throughout
the organisation and fosters thoughttul
and engaging conversations. These con-
versations bring together people who
share diftferent perspectives, subject matter
expertise, institutional knowledge and
personal experience. Secondly, it helps
to reduce the noise associated with con-
ducting surveys that can elicit risks that are
not at an enterprise level and grievances
that do not add value to the conversation.
Thirdly, it provides a sense of inclusion
as leaders with different subject matter
expertise can highlight potential risks and
opportunities that others may not be
aware of and bring in perspectives not
previously considered.

This approach risk  sensing
removes the silos and makes ERM relevant
from the executive level to the community
level. It gives all constituents a voice and

toward

reinforces that everyone is a risk manager.

CONDUCTING ERM ASSESSMENTS
LIKE A BUSINESS IMPACT ANALYSIS

In redesigning the ERM programme six
years ago, there was an opportunity to
leverage existing processes to support the
ERM assessment process. The goal was
to make the ERM process simple, col-
laborative and insightful, and to avoid the
potential fatigue from exposure to similar
processes with seemingly siloed sources.
The BIA techniques used to launch the
BCP in 2013 offered a roadmap for the
ERM assessment. A risk assessment and a
BIA are both risk-based assessments, but
they have difterent purposes: BIAs deal
with what is impacted, while risk assess-
ments examine how impacts occur.” For
example, a BIA will identify dependencies
(facility needs, technology needs, vendor
needs, etc), recovery time objectives and
workarounds in the absence of those
dependencies. A risk assessment identifies
the external threats and internal vulner-
abilities that dependencies are exposed to,
consequences if those risks are realised and
mitigation strategies to reduce the impact.
While the output might be slightly dif-
ferent, the format and process to collect
the information that manufactures that
output are similar.

The interview approach used to conduct
the BIA at CMU has served as an excel-
lent opportunity to build relationships,
enable bidirectional learning and establish
the foundation of a business continuity
plan. While it takes a bit more time,
the payback cannot be overstated. Why
could not this same approach be used to
conduct an ERM assessment? During a
BIA interview, a spreadsheet is used to
capture information from the interviewee.
This is intentional so the person being
interviewed is not distracted by filling out
a form or inputting data. They are simply
sharing their story about what they do,
what they depend upon to deliver their
services, how they do it, and what would
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be impacted in the event of a disrup-
tion. The BIA captures service delivery
information, location, technology, people
and third-party dependencies, specialised
equipment, critical process periods and
recovery needs. The ERM assessment cap-
tures threats, vulnerabilities and mitigations
(existing and future) and maps connections
to residual risks, the institution’s strategic
goals and the likelihood, impact and trend
of risks and opportunities.

One difference between an ERM
assessment and a BIA is the number of
people that could be involved. Because an
ERM assessment is done at an enterprise
level, there could be one or several groups
of subject matter experts weighing in. To
keep the process streamlined, the ERM
assessment 1s broken into two sections:
qualitative and quantitative. The qualita-
tive section focuses on discussions (60
minutes at a time) of the various threats,
vulnerabilities, mitigations, etc, that make
the risk what it 1s. The quantitative section
begins with a training session about how
likelihood, impact and trend are defined
and used in the assessment. As shown in
Figure 4, participants then evaluate each
risk using a manageable set of choices:

rating likelithood and impact as low, mod-
erate, or high and trend as worse, stable
or better.

RISK PROFILES AND THE
INEFFECTIVENESS OF HEAT MAPS

A critical risk today might be old news
tomorrow. For this reason, heat maps
— which illustrate just a moment in
time — are not always eftective due to
limitations in providing detail, context,
reliability, actionability and accuracy. A
more comprehensive approach to enter-
prise risk assessment, mitigation strategies
and risk treatment plans can add more
value to ERM and to organisational
resiliency.

In the early days of CMU’s ERM pro-
gramme, stakeholders received a detailed
management and monitoring report after
an assessment. It became clear that most
stakeholders focused only on the headlines
(eg 1is it a high, moderate or low area of
risk, and how is it trending). Through
teedback loops and continuous process
improvement, the report evolved into a
two-page PowerPoint risk profile that
highlights every aspect of the risk as well

Likelihood T Impact 4 Trend [
Probability that the risk will Consequences of the risk Where the risk is heading
happen~ High Getting Worse (Increasing)

High

Will happen frequently, occurs often, on-
going event, predictable, one-time event that
may recur (once every two years)

Risk showing signs of an emerging increase in
likelihood and impact of occurrence

Severe injury, loss of life, millions in financial
losses, loss/suspension of programs, legal
liability, inability to operate campus,
weeks/months reputational impact to repair Stable

Neither an emerging increase nor a decrease in

Moderate likelihood and impact

Will happen infrequently, sometimes occurs,
unpredictable (every 2-10 years)

Moderate

Minor/moderate injury, financial loss greater
than budget allowance, external
audit/regulatory finding, short-term program
interruption, days/weeks reputational impact to
repair

Getting Better (Decreasing)
Emerging improvement with reduction in

Low likelihood and impact of occurrence

Will seldom happen, infrequent, rarely
happens, has not happened (10+ years if

ever
) Low

No impact, minor interruption, manageable
financial loss, one news cycle to repair

Figure 4 Likelihood, impact and trend




as the opportunity. The report includes
the likelihood, impact and trend of the
risk, a hypothesis about why the risk is
rated as it is, and a summary of the risk
treatment plan. These risk profiles provide
a straightforward but comprehensive tool
to facilitate discussions with ERM stake-
holders on how their areas of risk are
being managed and what emerging risks
or opportunities need to be addressed.

SCENARIO ANALYSES CAN BE YOUR
BUSINESS CONTINUITY EXERCISES

One technique used to test the effective-
ness of an ERM programme is scenario
analysis. Specific risks or risk scenarios are
evaluated to understand potential conse-
quences and develop continuity plans to
manage them.' For example, a specific
scenario outlining a ransomware attack
on a critical IT service could be used to
conduct a tabletop exercise with busi-
ness continuity stakeholders to evaluate
the impact of losing access to that service
and how well their BCPs address their
response, recovery and communication
procedures. For business continuity pro-
fessionals, this may seem like an obvious
approach, but in larger organisations with
silos, scenario analyses used for opera-
tional risk management purposes are not
typically leveraged for business continuity
exercises, and vice versa.

Using scenario analysis to exercise a
BCP can identify lessons learned and
potential gaps. That information can be
used to strengthen both the BCP and
overall organisational resiliency.

THE VALUE OF FEEDBACK LOOPS

CMU’s ERM programme has evolved as
it became clear what does and does not
work. This is due in large part to the use
of feedback loops. A feedback loop is a
closed-loop system in which information

is collected, analysed and used to make
improvements. Feedback loops are used to
monitor and evaluate the effectiveness of
the ERM process. Data collected on the
results of risk assessments, control testing
and other activities can be analysed to
identify areas for process improvement.
Feedback loops can be used to review and
improve the ERM process itself, ensuring
it remains relevant and eftective. Feedback
loops can also be used to engage stake-
holders to provide feedback on the ERM
process.'" ERM, business continuity and
improved organisational resiliency cannot
be accomplished in a vacuum. They require
stakeholder and leadership support, along
with engagement and feedback to ensure
that a programme designed to strengthen
organisational resiliency is tailored to the
culture of the organisation.

IF YOU’VE SEEN ONE ERM
PROGRAMME, YOU’VE SEEN ONE
ERM PROGRAMME

Every organisation has its own culture.
A combination of historical, leadership,
demographic, geographic and value-based
factors shape that culture. As a result, organ-
isations differ in their approach to ERM
based on stakeholder expectations and dif-
ferent risks, priorities and approaches to
risk assessment and mitigation.

For example, look at an institute of
higher education (IHE) and a financial
IHEs operate like
small (and sometimes large) cities. IHEs
may prioritise risks associated with safety,
compliance, student wellbeing and repu-
tation, while financial institutions may

services 1nstitution.

prioritise risks related to financial stability,
protecting customer information and sat-
isfying regulatory requirements. They may
have different approaches to how risks
are assessed and mitigated. IHEs may pri-
oritise qualitative assessments that focus on
understanding the impact of risks, while
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financial institutions may use quantitative
assessments that focus on the financial
impact of risks. There are also difterent
stakeholder expectations. IHEs answer to
students and their families, faculty and
the public. Financial institutions answer to
regulators and customers.

Even within IHEs, there are different
approaches toward strengthening organi-
sational resiliency through ERM. Some
depend on whether the IHE is public or
private, large or small. CMU invited chief
risk officers from six top-tier peer institu-
tions to conduct a peer review of its ERM
programme in January 2019. The goal
was to assess organisational structure and
resource allocation, strategic approach and
planning, risk management methodolo-
gies and processes, technology and vendor
capabilities, programme strengths and
weaknesses, and leadership and campus
support/partnerships. At the time of the
review, CMU was early in its ERM matu-
rity, working to re-imagine an unsuccessful
programme that used operational risk-
based approaches from different reporting
structures.

The peer group concluded that the
ERM programme was on an appropriate
trajectory to achieve the status desired by
key stakeholders and noted no obvious
weaknesses or deficiencies in the pro-
gramme design or execution. They did
offer recommendations
improvement, including but not limited
to empowering risk owners and custo-

for continuous

dians to lead their own risk assessments,
continuing to simplify risk criteria and
methodology to expand participation, and
working to align risk and internal controls
with internal audit and compliance. These
recommendations were a significant feed-
back loop that provided a blueprint for
strateglic programme maturity.

The review also demonstrated that no
two institutions approach ERM in the
same way. As evidenced by an organisa-
tional benchmarking exercise with the
peer-review team, CMU aligned in organ-
isational and reporting structure with only
one other institution. At that institution
(letter E in Figure 5) and at CMU, ERM
oversees both environmental health and
safety and business continuity.

Companion Functions (organizationally co-located)

Board
Oversight FTEs Business
Institution Title Reporting To Committee (approx.) Counsel Internal Audit Compliance Insurance EH&S Continuity
Carnegie Mellon  AVP and Chief Risk Officer VP for Operations Audit 1.00 X X X X v v
Chief Audit, Risk &
“ e ,u PR ) President Executive 0.75 X v v X X X
Compliance Officer
ive Vi Audi
“ Chief Risk Officer ExecutiveiVice IS 0.66 X < X v X X
President Compiance
Associéte Directc?r, Risk & Chief A.udit Audit 1.25 % v, % v, % X
Compliance Services Executive
[ D | Institute Risk Officer Chief Counsel  Riskand Audit  2.00 7 X X X B X
Senior AVP, Chief Risk & Executive Vice Audit, Risk & 033 % Y, Y, Y, y, 7
Compliance Officer President Compliance
hief Fi ial
_ University Risk Officer gf;iecer'"anc'a Audit& Risk 050 X X X v X X

Figure 5 ERM peer benchmarking analysis




While there are contrasts with how
IHEs approach ERM and its reporting
structure, risk professionals at these and
other top-tier institutions continue to
share a strong and communicative network
for benchmarking, sharing best practices
and identifying continuous improvement
opportunities.

CONCLUSION

Implementing and sustaining ERM can
feel like a complex and daunting under-
taking, but those tasked with the job have
a unique opportunity to leverage current
or previous risk-based responsibilities such
as audit, insurance, compliance or busi-
ness continuity to support and strengthen
organisational resiliency. Identifying and
capitalising on existing methodologies (eg
BIA, scenario analyses) has the potential
to reduce fatigue for stakeholder groups
and strengthen the value of those method-
ologies. While no two ERM programmes
are the same, benchmarking against peers
can help to gauge organisational structure,
resource allocation and risk management
methodologies. As evidenced by the CMU
journey, applying these principles along
with appreciating the value of feedback
loops allows for continuous improvement.
Carnegie Mellon’s route is not the only
way to use ERM to strengthen organisa-
tional resiliency, but it demonstrates what
worked for one organisation.
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